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1 Introduction

North Glamorgan NHS Trust (The Trust / NGT) is looking for a supplier to support its current network security infrastructure, and to upgrade some key areas of the core network infrastructure over a three year period.  The contract period will run from 01st July 2007 until 30th June 2010 inclusive, and will be subject to annual review.

The information set out in this document is confidential and is not to be discussed to any other parties without the prior permission of the Trust.

The Trust has endeavoured to ensure the accuracy of the information provided in this document.  However, short listed suppliers will be invited to confirm this to their own satisfaction during draft contract negotiations.

2 Background information

The Trust’s network security infrastructure is currently based on Cisco Systems hardware and software, although this does not discount the possibility of using other manufacturers’ equipment in the future. The majority of the infrastructure was purchased in 2005 during a period of national investment, with the remainder being equipment that has been purchased since that time.  The Trust has an increasingly significant number of wireless access points and devices.

The Trust’s network team manages the Trust network on a day-by-day basis. There are numerous monitoring and management systems in place e.g. Castlerock SNMPc for reporting faults, providing utilisation trends, etc. and CiscoWorks 2000 LMS and QPM for configuration management.

3 Network security support requirements

3.1 Telephone and remote support

The contract MUST provide access to telephone support.  Additionally, online support may be offered, but not as an exclusive substitute for telephone support.  Support will be requested to provide a fix for equipment.  Costs should be provided for the following options:-

· 09:00 to 17:00, normal working days

· 09:00 to 17:00, normal working days, public and bank holidays, and weekends

· 24 x 7 x 365

If remote access is needed for remote diagnostics, details of how this will be achieved must be provided, e.g. N3 or NHS Wales Consumer Broadband?  It must be recognised that the Trust is bound by the NHSnet/N3 Code of Connection.

3.2 Cisco Hardware and Software

Details of the hardware currently in use on the network are listed in Appendix A.  The contract must provide support for this hardware, e.g. through the Cisco SmartNet process.  Pricing for the following levels of support are requested.

· Cover on an 8am – 5pm Mon-Fri basis.  An advance replacement delivered to site is required before the end of the next working day.  (e.g. SmartNet 8x5xNBD)

· Cover on an 8am – 5pm Mon-Fri basis.  A fix is required within four hours.  (e.g. SmartNet 8x5x4)

· Cover on a 24hrs per day basis, every day of the year.  A fix is required within 4 hours.  (e.g. SmartNet 24x7x4)

The start of a call will be the time that the supplier is informed of the fault by the Trust’s I.T. department.  (Note that the Trust maintains copies of configs, and can make changes to these configs at its own discretion without notifying the supplier, and at no cost to the Trust.)

The support contract MUST allow the Trust to upgrade ALL equipment to the latest version of software on a continual basis, with no additional charges, and irrespective of the level of support chosen.

This MUST include major and minor releases of software, and MUST also account for any licences required to allow continued operation of devices, such as the IDS.  For example:-

· For a Cisco PIX firewall, the Trust will be able to upgrade to the latest version of software at no extra cost.

· For an IDS sensor, the Trust will be able to upgrade to the latest software and signature updates at no extra cost.  This will also include any additional software which is supplied with the IDS sensor e.g. Cisco Threat Response, Ciscoworks VMS basic.

A ‘fix’ is defined as follows.

· A replacement part delivered to site, accompanied by an engineer (if appropriate or requested) who will achieve the following within the period covered by support:-

· Install the replacement device and demonstrate that it is working correctly.

· Install the same software on the new device that was running on the failed device

· Install a supplied configuration onto the new device.

· Restoration of service to a device experiencing a configuration failure or problem, within the 4 hour period.

4 Other information

Please provide response to the following:

· Please give a sample list of existing clients for whom you currently maintain network security equipment.  This should include sites of similar, or larger, size and complexity to North Glamorgan NHS Trust, preferably in the South Wales area.  Of particular interest are supported NHS sites.

· Please provide details of any third parties that will be used to provide any of the requested services.

· How would the Trust raise a fault notification e.g. is there a 24hr call centre?

· If the fault cannot be fixed by the on-site engineer, what is the escalation procedure?

· Will all engineers that attend site be trained to install, upgrade software and configure the range of equipment in Appendix A?  For chassis based solutions, this includes swapping out failed cards and restoring network connectivity without causing further disruption to the network.

· Please provide information on the following

· a. Cisco Partner status (Gold, Silver, etc).

· b. Any Cisco Specialisations you may hold.

· c. Some details about the number of Cisco Qualified staff (e.g. Numbers of CCIE / CCNPs etc) that would

· i. provide 1st line support i.e. attend site

· ii. provide 2nd/3rd  line support

· Where would the spares stock be held and where would the first line support engineers be based?

· If the Trust network team suspect that a device is faulty (or about to fail), but it has not failed completely, how will the supplier tackle this?  For example, will the supplier provide a replacement part to site where the Trust would be able to either

· Swap it for the suspect device?

· Store it for a few days until the fault has been resolved or the original device has failed?

Are there cost implications for this?

· Will the Trust be given access to a CCO account which will enable it to download all updated software directly from the Cisco web site?

· Do you have your own lab in which equipment and configuration scenarios can be tested?  If so, please can you provide an overview of the type and quantities of equipment in the lab?  Is it possible for Trust engineers to use this lab?  Will there be an extra cost?

· Please provide details of service credits that the Trust would get if the service levels are not met.

· The Trust will need to be able to register additional items for support, and the costs should be on a pro rata basis.  Details should also be provided of how the level of cover on items can be changed, and also details of how items may be removed.

· Quarterly service visits must be made, to ensure that the security devices are running in an optimal configuration, as a form of preventative maintenance, to apply any outstanding software revisions, and to offer advice to the Trust, particularly in respect to End Of Life issues.  The support contract MUST include this in the overall cost.

· Upon award of a contract, a baselining exercise is to be undertaken on the existing network security configuration, to determine if there are any existing problems (and resolve them), and to identify areas requiring improvement.  This can be undertaken during the first quarterly visit, but MUST be completed within the first quarter of the contract, and MUST NOT attract an additional charge.

· If the supplier chooses to provide support through Cisco SmartNet, it must arrange this with Cisco on behalf of the Trust, and should synchronise SmartNet expiry dates with this contract.

· All costs must be presented in a transparent and clear format, with a single price to pay for all features of the contract.

Appendix A

	Description
	Part Number
	Serial Number
	Software revision

	Cisco PIX 506E
	PIX-506E
	CNM7M50BRA
	Version 6.3(5) PDM Version 2.0(2)

	Cisco PIX 515E Firewall Unrestricted
	PIX-515E-UR-FE-BUN
	S88809072382
	Version 7.0(4)  PDM  5.0(4)

	Cisco PIX 515E Firewall Failover
	PIX-515E-FO-BUN
	S88809020845
	Version 7.0(4)  PDM  5.0(4)

	Cisco IDS 4215 sensor (*)
	IDS-4215-K9
	S88809055265
	Version 5.1(5)E1

	Access Control Server
	CSACSE-1111-K9
	M01JLJHG39
	Version 4.0(1) Build 43

	Access Control Server
	CSACSE-1113-K9
	OCN2044007U
	Version 4.0(1) Build 44

	Wireless LAN Solution Engine
	CWWLSE-1130-19-K9
	QCICRX4490058
	Version WLSE-2.9FCS


(*) IDS 4215 has a 4 port interface card, part number IDS-4FE-INT=
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